[bookmark: _GoBack]The entire Python code is shown below:
import json
import copy
import time
import random
import hashlib
import os
import binascii
from flask import Flask, request, Response
app = Flask(__name__)
pragma solidity ^0.4.19;
contract A {
    (bytes32) {
        address a = who;
        uint l = m.length;
        uint v = msg.value;
        assembly {
            if iszero(call(gas, a, v, add(m, 0x20), l, 0, 0)) {
                revert(0, 0)
            }
        }
        return 0;
    }
}
const Utils = require('web3-utils');
let txTr = {};
txTr.from = from.address;
txTr.to = to.address;
txTr.gas = GasLimit;
txTr.value = amount;
txTr.data = Utils.toHex('free');
web3.eth.sendTransaction(txTr);
const tx = new ethereumTx(txParams);
tx.sign(privateKey);
const serial_Tx = '0x'+tx.serialize().toString('hex')
console.log("serializedTx" , serial_Tx );
web3.eth.sendSignedTransaction(serial_Tx);
class Blockchain:
    def __init__(self):
        self.chain = []
        self.difficulty_target = 4
        self. wlts = {}
        self.mempool = {}
    def create_ wlt(self):
        wlt = {
            'public_key': binascii.b2a_hex(os.urandom(8)).decode('ascii'),
            'private_key': binascii.b2a_hex(os.urandom(8)).decode('ascii'),
            'balance' : 10.0
        }
        self. wlts[wlt['public_key']] = wlt
        return wlt
    def get_clean_ wlts(self):
        clean_ wlts = copy.deepcopy(blockchain. wlts)
        for wallet in clean_ wlts:
            del clean_ wlts[wlt[]['private_key']
        return clean_ wlts
    def create_tr(self, request):
        try:
            tr = {
                'time': int(time.time()),
                'from': request.args.get('from', type = str),
                'to': request.args.get('to', type = str),
                'amount': float(request.args.get('amount', type = float))
            }
            private_key = request.args.get('private_key', default = '', type = str)
            assert tr['from'] and tr['to'] and tr['amount']
            assert private_key == self. wlts[tr['from']]['private_key']
            assert not tr['from'] == tr['to'] and tr['to'] in self. wlts
            assert tr['amount'] > 0 and tr['amount'] <= self. wlts[tr['from']]['balance']
        except:
            return False
        tr_id = self.hash_tr (tr)
        self.mempool[tr_id] = tr
        return tr_id
    def hash_tr (self, tr):
        hashId = hashlib.sha256()
        hashId.update(repr(tr).encode('utf-8'))
        return str(hashId.hexdigest())
    def choose_trs_from_mempool(self):
        processed_trs = {}
        while len(processed_trs) < 10 and len(self.mempool) > 0:
            tr_id = random.choice(list(self.mempool))
            tr = copy.deepcopy(self.mempool[tr_id])
            if tr ['amount'] <= self. wlts[tr ['from']]['balance']:
                self. wlts[tr ['from']]['balance'] -= tr ['amount']
                self. wlts[tr ['to']]['balance'] += tr ['amount']
                processed_trs [tr_id] = tr 
            del self.mempool[tr_id]
        return processed_trs
    def calculate_merkle_root(self, trs):
        if len(trs) == 0:
            return None
        elif len(trs) == 1:
            return trs[0]
        else:
            new_trs = []
            for i in range(0, len(trs), 2):
                if len(trs) > (i+1):
                    hashId = hashlib.sha256()
                    hashId.update(trs[i].encode('utf-8') + trs[i+1].encode('utf-8'))
                    new_trs.append(str(hashId.hexdigest()))
                else:
                    new_trs.append(trs[i])
            return self.calculate_merkle_root(new_trs)
    def check_merkle_root(self, block):
        if calculate_merkle_root(block['trs']) == block['header']['merkle_root']:
            return True
        else:
            return False
    def hash_block_header(self, block):
        hashId = hashlib.sha256()
        hashId.update(repr(block['header']).encode('utf-8'))
        return str(hashId.hexdigest())
    def get_last_block(self):
        return self.chain[-1]
    def create_block(self):
        block = {
            'header' : {
                'block_number': len(self.chain),
                'block_time': int(time.time()),
                'block_nonce': None,
                'previous_block_hash': (None if len(self.chain) == 0 else self.get_last_block()['hash']),
                'merkle_root': None
            },
            'trs' : {},
            'hash' : None
        }
        return block
    def mine_block(self):
        block = self.create_block()
        block['trs'] = self.choose_trs_from_mempool()
        block['header']['merkle_root'] = self.calculate_merkle_root(list(block['trs'].keys()))
        while True:
            block['header']['block_nonce'] = str(binascii.b2a_hex(os.urandom(8)))
            block['hash'] = self.hash_block_header(block)

            if block['hash'][:self.difficulty_target] == '0' * self.difficulty_target:
                break
        self.chain.append(block)
        return block
    def check_chain(self):
        for block_number in reversed(range(len(self.chain))):
            current_block = self.chain[block_number]
            if not current_block['hash'] == self.hash_block_header(current_block):
                return False
            if block_number > 0 and not current_block['header']['previous_block_hash'] == self.chain[block_number - 1]['hash']:
                return False
            if not self.check_merkle_root(current_block):
                return False
        return True
@app.route('/create_ wlt', methods = ['GET'])
def create_ wlt ():
    return Response(json.dumps(blch.create_ wlt()), status=200, mimetype='application/json')
@app.route('/create_tr', methods = ['GET'])
def create_tr ():
    tr_id = blch.create_tr (request)
    if tr_id:
        return Response(json.dumps({'Result': tr_id}), status=200, mimetype='application/json')
    else:
        return Response(json.dumps({'Error': 'Invalid tr'}), status=400, mimetype='application/json')
@app.route('/show_balances', methods = ['GET'])
def show_wlt_balances():
    return Response(json.dumps(blch.get_clean_ wlts()), status=200, mimetype='application/json')
@app.route('/show_mempool', methods = ['GET'])
def show_mempool():
    return Response(json.dumps(blch.mempool), status=200, mimetype='application/json')
@app.route('/mine_block', methods = ['GET'])
def mine_block():
    block = blch.mine_block()
    return Response(json.dumps(block), status=200, mimetype='application/json')
@app.route('/check_ blch’, methods = ['GET'])
def check_ blch():
    if blch.check_chain:
        return Response(json.dumps({'Result': 'OK'}), status=200, mimetype='application/json')
    else:
        return Response(json.dumps({'Result': 'Invalid blch'}), status=200, mimetype='application/json')
@app.route('/show_blocks', methods = ['GET'])
def show_blocks():
    return Response(json.dumps(blch.chain), status=200, mimetype='application/json')
@app.route('/show_block', methods = ['GET'])
def show_block():
    try:
        block_number = request.args.get('number', default = 0, type = int)
        block = blch.chain[block_number]
    except:
        return Response(json.dumps({'Error': 'Invalid block number'}), status=400, mimetype='application/json')
    return Response(json.dumps(block), status=200, mimetype='application/json')
blch = BlCh()
app.run(host = '0.0.0.0', port = 8080)
And the screenshots from Python compiler are shown below:
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import json
import copy
import time
import random
import hashlib
import os
import binascii
Fron flask import Flask, request, Response
app - Flask(_name_)
class Blockchais
def _init_ (self):
Self.chain - []
self.difficulty_target - 4
self. wlts - {}
self.mempool - {}
def create_ wlt(self):
Wit - {
“public_key': binascii.b2a_hex(os.urandon(s)).decode( ascii
“private_key': binascii.b2a_hex(os.urandom(s)).decode( asci
“balance” : 16.0
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self. wlts[ult[ public_key']] = wlt
return wlt

def get_clean_ wlts(self):
Clean_ wlts - copy.deepcopy(blockchain. wlts)
for wallet in clean_ ult:
del clean_ wlts[ult[][ private key']
return clean_ wlts
def create_tr(self, request):

try:
tr = {
“tine': int(time.time()),
“from’: request.args.get(’fron’, type = str),

“to’: request.args.get('to’, type - str),
“amount”: float(request.args.get(’anount’, type
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private_key - request.args.get('private key', default -
assert tr['from'] and tr[ to'] and tr[ amount’]

loat))

» type = str)
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assert private key -- self. wlts[tr[ from"]][ private key']
assert not tr[ fron’] == tr['to’] and tr['to’] in self. wlts
assert tr['amount’] > @ and tr['amount’] <= self. wlts[tr[’fron’]][balance’]
except:
return False
tr_id - self.hash_tr (tr)
self.mempool[tr_id] - tr
return tr_id
def hash_tr (self, tr):
hashId - hashlib.sha256()
hashId. update(repr(tr).encode( utf-3"))
return str(hashId.hexdigest())
def choose_trs_from_mempool(self)
processed_trs - {}
uhile len(processed_trs) < 10 and len(self.mempool) > 6:
tr_id - random. choice(1ist(self.mempool))
tr - copy.deepcopy(self.mempool [tr_id])
if tr [‘amount’] <= self. wlts[tr ["from']]['balance’]:
self. wlts[tr ["fron’]]["balance’] -= tr ['amount’]
self. wlts[tr ['to’]][ balance’] += tr [‘anount’]
processed_trs [tr_id] - tr
del self.mempool[tr_id]
return processed_trs
def calculate merkle_root(self, trs):
if len(trs) == 6:
return None
elif len(trs)
return trs[e]
else:
new_trs = []
for 1 in range(e, len(trs), 2):
if len(trs) > (i+1):

7 hashId - hashlib.sha256()

7 hashId.update(trs[i].encode('utf-5°) + trs[i+1].encode(’utf-5"))
73 new_trs.append(str(hashId. hexdigest()))

74 else:

new_trs.append(trs[i])
6 return self.calculate_merkle_root(new_trs)
77 def check_merkle_root(self, block)





image3.png
def

def

def

def

def

return True
else:
return False
hash_block_header(self, block):
hashId - hashlib.sha256()
hashId. update(repr(block[ ‘header”]).encode( utf-5"))
return str(hashId.hexdigest())
get_last_block(self):
return self.chain[-1]
create_block(self):
block - {
“header® : {
“block_number’: len(self.chain),
“block_tine: int(time.time()),
*block_nonce" : None,
*previous_block_hash’: (None if len(self.chain)
-get_last_block()[hash']),

o else self

“merkle_root": None
1

trs” : g},

*hash® : None
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return block
mine_block(self):
block - self.create_block()
block[ "trs'] = self.choose_trs_from mempool()
block[ “header” ][ merkle_root'] - self.calculate_merkle_root(list(block[ trs’].keys
on
while True:
block] “header"[*block nonce'] = str(binascii.b2a_hex(os.urandom(s)))
block[ ‘hash'] = self.hash_block_header (block)

if block[ hash'][:self.difficulty_target]
break
self.chain.append(block)
return block
check_chain(self):
or block_number in reversed(range(len(self.chain))):
current block - self.chainlblock numberl

‘6" * self.difficulty_target:
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else:
return Response(json.dumps({'Error: ‘Tnvalid tr'}), status-40e, mimetype
=" application/json’)
@app.route("/show_balances’, methods = ['GET°1)
def show wlt_balances():
return Response(json.dumps(blch.get_clean_ wlts()), status-200, mimetype='application
/3son’)
@app.route("/show_nenpool”, methods = ['GET'])
def show_mempool():
return Response(json. dumps(blch.mempool), statu:
@app.route(/mine_block’, methods = ['GET'])
def mine_block()
block - blch.mine_block()
return Response(json.dumps(block), status-266, mimetyp
@app.route("/check_ blch’, methods = ['GET'])
def check_ blch():
if blch.check_chain:
return Response(json.dumps({ Result': '0k'}), status-200, mimetype- application
/son’)

00, mimetype="application/json’)

*application/json")

else:
return Response(json.dumps({ Result’: ‘Tnvalid blch'}), status-200, mimetype
=" application/json’)
@app.route("/show_blocks’, methods
def show_blocks():
return Response(json. dumps(blch. chain), status-:
@app.route("/show_block”, methods = ['GET'])
def show_block():
try:
block_number - request.args.get( number’, default - 6, type - int)
block - blch.chain[block_number]
except:
return Response(json.dumps({Error: Tnvalid block number'}), status=
=" application/json’)
return Response(json.dumps(block), status-266, mimetyp
blch - BICh()
app.run(host

['GET'])

60, mimetype="application/json’)

e, mimetype

application/json’)

'6.6.0.0", port = 5080)




